Intro to Linux

gx 2.4.2 - Executing Commands as Another User
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Accessing Files and Executing
Commands as Other Users

* In some cases, files may need to be
accessed by ofher users within a

system or commands may need to be e T
executed through the root user when S R A S
performing administrative tasks sivhoani

* The su - command, where the - is Tom
the username, allows a user to login as =L | _
another in order to access certain files UPANEUCIp St 8= ol

or permissions ubuntu

ubuntu@ip-10-15-88-93:~$ |}
« Commands can be executed by

running su <username> -cC
<command>

 Typing exit will return the user to
the original account
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Running Commands with Sudo

* Allowing multiple users to have
admin credentials poses a
Secu nty th reat to the System ubuntu@ip-10-15-88-93:~$ cat /etc/shadow

cat: /etc/shadow: Permission denied

ubuntu@ip-10-15-88-93:~$% sudo cat /etc/shadow

° The sudo Command a”OWS a root : $6$Hcd0ddi/n/D/gwvBskqqonqsygwhNMqSyBGYpcZX3A1pz92 . 41znueBOF2Az

ntMot6xD9pIloxL1HgPIk07DOK3V31/Vo9VpmtSwosl/:19823:0:99999:7:::

user to run a COmmand W|th daemon: *:19655:0:99999:7: : :

bin:*:19655:0:99999:7:::

admin privileges without having ERSSEESEEEEE

sync:*:19655:0:99999:7:::

to IOgin as the root user games:*:19655:0:99999:7: : :

. The command would be Lp: £:19655:0:99999 71+
preceded with sudo as seen
here

’ CYB=R.ORG



Sudoers File

* Not just any user can use the sudo
command [

ubuntu@ip-10-15-88-93: ~
GNU nano 4.8 /etc/sudoers

ii User alias specification

* As a security feature of Linux

# User privilege specification

SyStemS, the user mUSt be IlSted |n root  ALL=(ALL:ALL) ALL

# Members of the admin group may gain root privileges

the sudoers file, located at

# Allow members of group sudo to execute any comman

/etC/SUdoe rS %sudo  ALL=(ALL:ALL) ALL

# See sudoers(5) for more information on

* |f not listed, the user will not be
allowed to use sudo and the incident
Is logged

$ whoami
Tom
$ sudo cat /etc/shadow

[sudo] password for Tom:

Toa 1s not in the sudoers file. This incident will be reported.
$
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Editing the Sudoers File

« Editing the sudoers file requires root
access and some additional security
precautions E This file MUST be edited with the 'visudo' command as root.

#

# Please consider adding local content in /etc/sudoers.d/ instead

* Issues can arise if the sudoers file is
# See the man page for details on how to write a sudoers file.

open or edited by multiple people ;

Defaults env reset
Defaults mail badpass

L Typica”y, the SUdoerS file iS Open USing Defaults secure_path="/usr/local/sbin:/usr/local/bin:/usr/§
the ViSUdO editor WhiCh doeS a CheCk to # Host alias specification
see if the file is open by another user

« Ifitis open already then, the file is
opened as read-only
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PolicyKit

 Also referred to as PolKit

« Allows fine tuning of administrative e e s SRRl o )
privileges such as mounting drives, R ORI IO L RS TS e e ez
changing systems, installing bin:1:19635:0:99999:7: i
software, and more yne+:19635:0:59999 171

games:*:19655:0:99999:7:::
man:*:19655:0:99999:7:::

*  When a task is performed, PolicyKit Up:*:19635:0:999 7.5
will check it against the rUieS N pl_ace news :*:19655:0:99999:7: : :
uucp:*:19655:0:99999:7:::

to determine It the user has sufficient R

ri r]tf; www-data:*:19655:0:99999:7: ::
SJ backup:*:19655:0:99999:7:::

* pkexec IS cOmmon command
allowing a user to execute
commands as the root user
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